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1 Introduction
The REST API can be used by external devices to communicate with the Octalarm-Touch Pro.
These external devices can use the REST API to start alarm reports with a specific alarm text,
and to monitor the connection with the Octalarm-Touch Pro.

Instead of creating all these external alarms separately in the Octalarm-Touch Pro, the idea is
to use a number of categories that were created in the Octalarm-Touch Pro. These categories
(with their specific alarm handling) can be used by the external device to start alarm reports
with a specific alarm text.

J

i REST API

Location 1 Location 2

Categories Call list Categories Call list

For every device that wants to communicate with the Octalarm-Touch Pro, a REST APl must be
created. The communication with the REST APl can be monitored by using a watchdog
mechanism. When the communication fails, a watchdog alarm will become active.

Because the alarm handling can differ per location or group, it's necessary to create one or
more locations on the REST API.

And finally the categories per location must be created. So then these categories can be used
to distribute the alarms across the different categories.
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Example
A Process Computer is used in a greenhouse for controlling the climate, irrigation and energy.
This climate computer communicates via the REST API with the Octalarm-Touch Pro.

Because tomatoes and peppers are grown in this greenhouse, different locations have to be
created. In this way the alarms can be handled differently per location.

And finally, per location, the alarms are divided between cultivation alarms (urgent or non-
urgent) and technical alarms (urgent or non-urgent).

REST API: process computer

Location: peppers Location: tomatoes

Categories Call list Categories Call list

Other alarms Other alarms

Cultivation urgent Cultivation urgent

Cultivation Cultivation
non-urgent non-urgent

Technical urgent Technical urgent

Technical Technical
non-urgent non-urgent

This document will explain, step by step, how to implement the REST API, the locations and
the categories. And finally it will explain how to start alarm reports via the REST API.
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HTTP methods
Just like every REST API, you use

) HTTP GET requests to retrieve data;
o POST and PUT requests to add or overwrite data;
. and HTTP DELETE to remove things.

All requests and responses use JSON objects and arrays as data format.

Method Description

GET Used for retrieving all elements of the entity, or one specific
element by ID.

POST Used for creating a new entity.
PUT Used for updating an element with new data.
DELETE Used for deleting an entity.

The REST APl is using OpenApi (Swagger) for APl documentation. The APl documentation is
available by entering the IP-address of the Octalarm-Touch Pro, followed by “/rest_api/1/", in a
web browser. For example: http://192.168.10.60/rest_api/1/

The "/1/" in the URL is the version number of the REST API. As long as the REST APl is
compatible with older software versions, this version number will remain unchanged.

You will find an overview of all the API's, including documentation. It's also possible to execute
or test the API's. At every API you will also find the cURL command. cURL is a command-line
tool for getting or sending data and can be used to communicate with the REST API.

Authentication

The REST APl uses a web token (type Bearer) to authenticate the user, and is used by the
external device to make API calls. The token will be sent in the authorization header.

See https://jwt.io/ for more information about web tokens.
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5 Responses
The following responses should be implemented as a minimum:

200 (OK)
This response indicates that the request has succeeded.

400 (Bad request)
General error status, used when there is no specific error code that fits better. Also used when
a limit is reached, for example a maximum number of active alarms.

401 (Unauthorized)
The request has not been applied because it lacks valid authentication credentials for the
target resource.

403 (Forbidden)
This response indicates that the client's request is formed correctly, but the REST API refuses
to authorize it.

404 (Not Found)
This response indicates that the requested resource was not found.

405 (Method Not Allowed)

This response indicates that the client tried to use an HTTP method that the resource does not
allow.

500 (Internal Server Error)

There was an error on the server and the request could not be completed. This is the generic
REST API error response.
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REST API connection

External devices can use the REST API to communicate with the Octalarm-Touch Pro. The first
step is to create an REST API connection for every external device that must be connected. The
best way to create an REST AP, is to use the web interface:

Octalarm-ToUcH pro Setings ERN <- |
OCTALARM LINK

Linked systems

@ External modules
External 10

REST API connections:

{*% Process Computer

Octalarm Link

etwork alarms

o Process Computer -
Interfaces ™ Adesys REST API

\o locations connected
m GSM
PIN code, APN

The Octalarm-Touch Pro supports multiple REST API's, each with a uniquely generated token.

When the REST API is created, the token can be found by clicking on the info button. Now it's
very easy to copy the token to the clipboard.

REST API connection X

Name:

Process Computer

Token:

eyJ0eXAiOiJKV1QiLCIhbGciOIUzITNiJ9.eyJmecmVzaCl6ZmFsc2UsImlhdCI6MTYzODE5OTMwOSwianRpljoi
YjBmOTRjM2ItMmUzZi0ONGYxLWI2ZjAtYWFmOTRkM2YyMzBjliwibmJmljoxNjM4MTk5MzA5LCJ0eXBlljoic
mVmcmVzaClsInN1Yil6lJFU1QtQVBIXzAWMTAILC) 1c2VyX2lkljoxMCwicm9sZVIpZCI6NSwibGFuzZ3VhZ2U
i0iJubC10TCJ9.wIwrFh-ZUqtD-g3pYeCB-ikZOvJtOvZyQa5LIsRMIdM

Copy token to clipboard

Locations:

No locations connected

Close

This token can also be used for testing with the OpenApi (Swagger) tool. In the authorization
screen the string “Bearer” must be entered, followed by a space and the token.
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Available authorizations X

apikey (apiKey)

Standard Authorization header using the Bearer scheme. Example: "Bearer {token}”
Name: Authorization

In: header

Value:

Bearer eyJ0eXAIOiJKV1QILC

Close

The connection between the external device and the REST APl can be monitored with a
watchdog mechanism.

“POST: /Interface/Watchdog”

{

"next_kick_before_secs":

}

Curl code:

curl -X 'POST" \

-H 'accept: application/json' \

-H 'Authorization: Bearer
eyJBeXAi0iJKV1QiLCIhbGciOiJIUZIINiJ9.eyJpYXQi0jE2MTI1MZzQOODEsIM5iZiI6MTYXxMjUzNDQAOCwianRpIjoiNjYo
NzI2NzAtYTRkMi@ON2ZmLWFiMjUtNzAyMGYWOTKwNWIhIiwiZXhwIjoxNjEYNTM30Tg4LCIpZGVudGleeSI6I1IFU1QtQVBIX
zAwMDUiLCImcmVzaCI6ZmFsc2UsINR5cGUi01JhY2N1c3MilCI1c2VyX2NsYWltcyI6eyJ1c2VyX21kIjolLCIyb2x1X21kIj
01LCISYW5ndWFnZSI6Im5sLUSMIN19.6x1CrMjNsKd9Eyq5ieS-MScZe6P1idstMCKPs5df0od8" \

-H 'Content-Type: application/json"' \

-d '{

"next_kick_before_secs": 60

}

Response:

{

"next_kick_before_secs":

}

If no new keep-alive message (watchdog API call) is received within the specified time, a
system alarm will be generated.
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7  Locations

Because alarm handling can be different for every location, these locations must be added to
the REST API so that they can report independently.

“POST: /Locations”

{
"custom_id": "loc_eo1",
"enabled": true,
"name": "Tomatoes"

}

Curl code:

curl -X 'POST" \

-H 'accept: application/json' \

-H 'Authorization: Bearer
eyJOeXAi0iJKV1QiLCIhbGci0iJIUzI1INiJ9.eyJpYXQiOjE2MTI1MzQOODEgsIm5iZiI6MTYXMjUzNDQ4OCwianRpIjoiNjYo
NzI2NzAtYTRKkMi@ON2ZmLWFiMjUtNzAyMGYWOTKwNWIhIiwiZXhwIjoxNjEyNTM30Tg4LCIpZGVudGleeSI6I1IFULIQtQVBIX
zAwMDUiLCImecmVzaCI6ZmFsc2UsINR5cGUi0iIhY2N1c3MiLCI1c2VyX2NsYWltcyIbeyJ1c2VyX21kIjolLCIyb2x1X21kIj
01LCISYW5ndWFNZSI6Im5sLUSMIN19.6x1CrMjNsKd9Eyq5ieS-MScZe6P1idstMCKPs5df0d8" \

-H 'Content-Type: application/json' \

-d '{

"custom_id": "loc_e1",

"enabled": true,

"name": "Tomatoes"

Response:

"idn: 3,
"name" : omatoes",

"custom_ : "loc_o1",
"enabled": true

}

When all locations are added, we can retrieve all the locations with this API:

/
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“GET: /Locations”

In our example we created two locations: Tomatoes and Peppers.

Curl code:

curl -X 'GET' \

-H "accept: application/json' \

-H 'Authorization: Bearer
eyJPeXAi0iJKV1QiLCIhbGci0iJIUzI1INiJ9.eyIpYXQiOjE2MTI1MzQOODESIm5iZiI6MTYXMjUzNDQ4AOCwianRpIjoiNjYe
NzI2NzAtYTRKMi@ON2ZmLWFiMjUtNzAyMGYWOTKkwNWIhIiwiZXhwIjoxNjEyNTM30Tg4LCIpZGVudGleeSI6I1IFULIQtQVBIX
zAwMDUiLCImecmVzaCI6ZmFsc2UsINR5cGUi0iIhY2N1c3MiLlCI1c2VyX2NsYWltcyIbeyJ1c2VyX21kIjolLCIyb2x1X21kIj
01LCISYW5ndWFNZSI6IM5sLUSMIN19.6x1CrMjNsKd9Eyq5ieS-MScZe6P1idstMCKPs5df0d8"

Response:
{
"locations":
"id": 3,

"custom_id
"enabled": true

"id": 4,

"name": "Peppers",
"custom_id": "loc_02",
"enabled": true

The table below shows the elements with their description:

Element Description

custom_id unique location ID defined by customer

enabled false when system is disabled, for example when maintenance has
to be done.

id unique location database ID, generated by Octalarm Touch.

name name will be used when alarms are generated. The name of this

location will be used in the alarm report (voice or text) and will also
appear in the logbook and on the display.

All elements can be changed afterwards, except the “id” element. Changing elements can be
done with the PUT method, using the “custom_id".

/
Version 1.3 back to index | Page 10 of 17 a esys

INCONTROL


http://192.168.10.72/rest_api/1/Locations

Implementation manual Octalarm Link | REST API for Network Controlled Alarms

Example:

“PUT: /Locations/Customld/loc_01"

{

"name": "Cucumber"

}

Curl code:

curl -X 'PUT" \

-H "accept: application/json' \

-H 'Authorization: Bearer
eyJOeXAi0iJKV1QiLCIhbGci0iJIUzI1INiJ9.eyJpYXQiOjE2MTI1MzQOODEgsIm5iZiI6MTYXMjUzNDQ4OCwianRpIjoiNjYo
NzI2NzAtYTRkMi@ON2ZmLWFiMjUtNzAyMGYWOTKwNWIhIiwiZXhwIjoxNjEYNTM30Tg4LCIpZGVudGleeSI6I1IFU1QtQVBIX
zAwMDUiLCImcmVzaCI6ZmFsc2UsINR5cGUiI01ThY2N1c3MiLCI1c2VyX2NsYWltcyI6eyJ1c2VyX21kIjolLCIyb2x1X21kIj
01LCISYW5ndWFnZSI6IM5sLUSMIN19.6x1CrMjNsKd9Eyq5ieS-MScZe6P1idstMCKPs5df0od8" \

-H 'Content-Type: application/json"' \

-d '{

"name": "Cucumber"

}

Response:

"id": 3,
"name":

"

"custom_id": "loc_e1",
"enabled": true

/
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8 Categories

Alarms often have to be distributed over different call lists. Therefore we have to create
multiple categories. In the example used before, there were 4 categories:

cultivation urgent
cultivation non-urgent
technical urgent
technical non-urgent

Eal S

This APl can be used to add the categories:

“POST: /Categories”

"auto_repeat_delay":
"auto_repeat_times": 3,
"buzzer": true,

"call list_id": 1,
"continue_after_restore": false,
"critical": true,

"enabled": true,
"location_custom_id": "loc_01",
"name": "Cult. Urgent",
"report_during_daytime": true,
"report_during_nighttime":
"report_during_weekend"
"topic": "cultivation_urg"

Curl code:

curl -X 'POST" \

-H 'accept: application/json' \

-H 'Authorization: Bearer
eyJ0eXAi0iJKV1QiLCIhbGciOiJIUZI1NiJ9.eyIpYXQi0jE2MTI1IMZzQOODESIM51ZiI6MTYxMjUZNDQ4AOCwianRpIjoiNyjYo
NzI2NzAtYTRkMi@ON2ZmLWFiMjUtNzAyMGYWOTKwNWIhIiwiZXhwIjoxNjEYNTM30Tg4LCIpZGVudGleeSI6I1IFU1QtQVBIX
zAwMDUiLCImcmVzaCI6ZmFsc2UsINR5cGUiI01ThY2N1c3MiLCI1c2VyX2NsYWltcyI6eyJ1c2VyX21kIjolLCIyb2x1X21kIj
01LCISYW5ndWFnZSI6Im5sLUSMIN19.6x1CrMjNsKd9Eyq5ieS-MScZe6P1idstMCKPs5df0od8" \

-H 'Content-Type: application/json"' \

-d '{

"auto_repeat_delay": 300,

"auto_repeat_times": 3,

"buzzer": true,

"call_list_id": 1,

"continue_after_restore": false,

"critical”: true,

"enabled": true,

"location_custom_id": "loc_e1",

"name": "Cult. Urgent”,

"report_during daytime": true,

"report_during_nighttime": true,

"report_during weekend": true,

"topic": "cultivation_urg"

/
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Response:

"idn

"enabled": true,

"name": "Cult. Urgent",
"report_during_daytime": true,
"report_during_nighttime":
true,

"report_during_weekend":
"continue_after_restore": false,
"call list_id": 1,
"auto_repeat_times":
"auto_repeat_delay":
"buzzer": true,

"critical": true,
"location_custom_id":

true,

"loc_01"

Link | REST API for Network Controlled Alarms

The table below shows the elements with their description:

Element

Description

auto_repeat_delay

delay before an alarm is repeated

auto_repeat_times

amount of repeats after the alarm is first accepted

buzzer enable or disable the buzzer for this alarm
call_list_id ID of the selected call list
category._id unique generated ID for category

continue_after_restore

if enabled the call list must continue after the alarm is restored

critical if enabled the app volume will be on maximum volume
disabled_until disable alarm until UTC timestamp YYYY-MM-DDTHH:MM:SSZ
enabled enable or disable the alarm reporting for this category

location_cat_seq

category sequence number based on location

location_custom_id

unique location ID defined by customer, can be used instead of
location_id

location_id

unique generated ID for the location

name

name for the category

report_during_daytime

if enabled this alarm must be reported during daytime

report_during_nighttime

if enabled this alarm must be reported during nighttime

report_during_weekend

if enabled this alarm must be reported during the weekend

topic

unique custom ID for the category

Version 1.3 back to index | Page 13 of 17
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When a category is created, the ID of a call list can also be specified (call_list_id). It is
recommended to use call_list_id 1, which is the standard call list in the Octalarm-Touch Pro. If
another call list is preferred, it can be selected in the menus of the Octalarm-Touch Pro itself.
This can be done on the touch screen or in the web browser.

/
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9 Alarmreport

Alarms are sent with all the information needed to start a report. This API starts an alarm
based on a category topic:

“POST: / Categories / Alarm”

"alarm_value": true,

"category_topic": "cultivation_urg",
"location_custom_id": "loc_01",

"message": "dept. 2 temperature too high",
"name": "dept. 2 temperature”,
"unique_id": "loc_01_alrm_0lalb4"

Curl code:

curl -X 'POST' \

-H "accept: application/json' \

-H 'Authorization: Bearer
eyJPeXAi0iJKV1QiLCIhbGci0iJIUzI1INiJ9.eyIpYXQiOjE2MTI1MzQOODESIm5iZiI6MTYXMjUzNDQ4AOCwianRpIjoiNjYe
NzI2NzAtYTRKMi@ON2ZmLWFiMjUtNzAyMGYWOTKwNWIhIiwiZXhwIjoxNjEyNTM30Tg4LCIpZGVudGleeSI6I1IFULIQtQVBIX
zAwMDUiLCImecmVzaCI6ZmFsc2UsINR5cGUi0iThY2N1c3MilCI1c2VyX2NsYWltcyI6eyJ1c2VyX21kIjolLClyb2x1X21kIj
01LCISYW5ndWFNZSI6Im5sLUSMIN19.6x1CrMjNsKd9Eyq5ieS-MScZe6P1idstMCKPs5df0d8" \

-H 'Content-Type: application/json' \

-d '{

"alarm_value": true,

"category_topic": "cultivation_urg",

"location_custom_id": "loc_e1",

"message": "dept. 2 temperature too high",

"name": "dept. 2 temperature”,

"unique_id": "loc_@1_alrm_0lalb4"

Response:

"unique_id": "loc_01_alrm_0lalb4",

"name": "dept. 2 temperature”,

"message": "dept. 2 temperature too high",
"category_topic": "cultivation_urg",

"alarm_value": true,
"location_id": 3,
"location_custom_id": "loc_e01",
"category_id":

/
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The table below shows the elements with their description:

Element

Description

alarm_value

true for alarm, false for recovered

category_topic

unique category ID defined by customer

location_custom_id

unique location ID defined by customer

location_id unique location database ID, generated by Octalarm Touch
message text that will be used for alarm reporting (voice, SMS, app, etc.)
name short name to display the alarm on display or logbook
unique_id alarm custom ID

When an unknown location ID is used, the Octalarm-Touch Pro will use the alarm handling of
the “unknown location” system alarm. When an unknown category topic is used, the Octalarm-
Touch Pro will use the default category of that specific location.

All alarms of the external device must have their own unique ID. This unique ID (unique_id) is
used by the external device when an alarm report is started via the REST API. If the alarm is
restored, or if the alarm becomes active again, the device must use this unique ID again. The
external device is therefore responsible for ensuring that each alarm has its own ID. So all
these unique ID’s must be saved by the external device.

Active alarms are stored in volatile memory, which means that these active alarms are gone
when the Octalarm-Touch Pro has to restart.

The external device is also responsible for keeping the locations and categories in sync with
the locations and categories created in the device. This means that the external device must
be able to sync by retrieving the locations and categories (GET method), and add or modify the
new locations and categories as needed (POST or POST method).

Resending alarms

Active alarms are stored in volatile memory, which means that these active alarms are gone
when the Octalarm-Touch Pro must restart. However, normally the Octalarm-Touch Pro will
not restart spontaneously, but there is always the possibility that a user restarts the device.

To prevent those alarms will disappear in that situation, it is recommended to resend the
alarm periodically via the REST API (as long as the alarm is active). For example, the period that
the alarm is resend could be 1 minute. As soon as the alarm recovers, this periodic repeating

should, of course, stop.

By using the exact same values and ID's, resending the alarm has no effect on the current
alarm process. But should the device unexpectedly restart, it will result in a new alarm
process. Regular resending therefore provides additional operational reliability.

Version 1.3 back to index | Page 16 of 17
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10 Limits

At the moment, the REST API is only available on the Octalarm-Touch Pro and ARA-Touch Pro.
Both diallers have two Ethernet ports, EthO and Eth1. Both ports can be used to communicate
with the REST API.

There are limits for the maximum number of interfaces, locations and categories: 8 REST API's
with 16 global locations and 128 global categories. So those 16 locations can be added to just
one REST API, or they can be divided among all REST APIs. The same applies for the categories.
The maximum of 128 categories can be added to one location, or divided among several
locations.

Please contact us if you think these licenses are not sufficient for your application.
Besides this, there is a limit of 100 unique alarms that can be active simultaneously. If more

alarms are activated, an "ERROR 500" is returned.

11 Release notes

Known Issues
This is a summary of current active issues:

1/ The REST API always responds with JSON data regardless of the Content-Type setting.

2/ While testing the API using the OpenApi (Swagger), there may be no response if the input is
incorrect.

New features/fixes

Software version Description

245 The version API has been improved with the ability to check hardware and
branding. Very useful to check if the correct configuration is connected.

244 After updating to version 2.4.4, old tokens are no longer valid. The old
tokens contain an error, therefore they need to be replaced with new
tokens. Communication can be restored by using a new token, that can be
generated in the menu ‘Octalarm Link’ with the button ‘Regenerate token'.

The limit of the maximum number of categories has been changed:

e the limit of maximum categories has been increased from 8 to 128
global categories

243 After updating to version 2.4.3, old tokens will no longer be valid. This was
caused by a update of a library. Communication can be restored by using a
new token, that can be generated in the menu 'Octalarm Link' with the
button "Regenerate token".

The maximum limit of some elements of the Alarm APl have been changed:

e the limit for 'message' has been increased from 40 to 100 characters
o the limit for 'name' has been increased from 20 to 40 characters
e the limit for 'unique_id' has been increased from 50 to 120 characters
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